IK3EeMMNNAP NPOrpaMmmMHOro
obecneyvyeHus

MopaknioyeHue K nokanbHon cetu Yepe3 VPN Heobxoaumo ans aanbHenwero
NOAKITHYEeHUA K cepBepaM Haxoasawmumca msnyeckm B ohmce KOoMnaHmMm

LWar 1

st HacTpoliku kireHTa Ha windows 10 HEOOXOMMMO TIEpEeUTH B TapaMeTphl, Jajiee
“Cetb u Untepuer”.

g Cncrema :'- Ycrpoiictea D Tenedon @ CeTb 1 VinTepher
3 L] W

3KpaH, 38K, yBEAOMNEHNA EBluetooth, npusteps, Mblws Cenzats ycrpoicrso ¢ Android Wi-Fi, pexxim "s camonete
nNTaHKE iPhone WPN
[p—
@ MepcoHanuzauma 8—  lpuncxenus R YuerHele 2anucK ( ‘-$' Bpema u Azbik
Pan 3KpaH BAOKMPOBKM, ueeTa = YABNEHWE, SHAYEHWA NO YueTHbIE 33NKCH, 31, N A Pacnosxaeaue ronoca
YMONYSHARD, 4OM. KOMMNOHEHTLI CHHXPOHKMZaL OTa, CEMbA pervoH, aaTta

@ Wrpel {—17. CneyuansHole /O Mowck ﬁ KonbuaeHumMansHocT
Xbex Ga = i

ame Bar, cHumMKN BOZMOMXHOCTA Ha#it mou daiine: Pacnonomerue, kamepa
[PESAM UrpBI SKpaHHLIR AMKTOD, paspeleHIn MuKpodOH

KOHTPACTHOCTE

OGHoBneHYNE 1
GezonacHoCTs
Ofnosnenua Windows

@)



LLar 2

B meH1o cieBa nepexoauM Ha BkIaaky VPN
Haxxares no6asutrs VPN-nonkiiroueHue

{nt TnaeHas VPN 2

.

Hawtin napametp yel

+ HoBaeuTts VPMN-noaknoueHme

Cetb 1 VIHTEpHET

ﬂ,GHOJ’IHMT&J’IbeIE napameTpekl
@ CocToRAHKME

Pazpewwts VPN B ceTAX C TMMUTHBIM TAPWUGHLIM MAZHOM
£ Ethernet 0 B,

Pazpewwte VPN B poymMuHre

@ s

Habop Homepa

| = ven

@ Mpokcw-cepeep



LLar 3

[TocTtaBumk yciyr BeiOpate Windows (BCTpOEHHbIE)

VMs MOKITIOUEHHE YKa3bIBAEM: XXXXXXX

Wms unmm ajgpec cepBepa yKa3blBaeM: XXXXXXXX.XXXXX.XXXXXX.COm
Tun VPN Beioupaem: L2TP ¢ o01mum Kiwo4om

B o0miem kimtoue ykasbIBaeM: XXXXXX

Hwms nonb3oBaresns u napoib:

XXXXXXXXXXXX

XXXXXXXXXXXXXXXXXX

HNobaeutb VPN-noakntoueHne

MNMocraewmk yoayr VPN
Kima nogknoueHA

Wma mnw agpec cepeepa
OBWWH Kntoy

Tun A3HHBDX ANA EXOA3

Wma nonssoeatens (HeobAzatensHo)

Mapont (HeobAzaTensHo)

" 3anoMHWTL MOW JaHHbIE ANA BXOAa
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LLar 4

Hanee co3maem daiin ¢ uMeHeM routes.bat ¢ 1o0aBIeHHEM MapIIPyTa K CETH
XXX.XXX.X.X M K XXX.XXX.XXX.X (Co03/1aeM TEeKCTOBBIN JOKYMEHT)
B Hero BniuceiBaeM:
route add xxX.xXX.XXX.X mask XXX.XXX.XXX.X XX.XX.XX.XX
route add xxX.XXX.X.X mask XXX.XXX.XXX.X XX.XX.XX.XX

| local - Bnoknot

Main [lpaska Qopmar Bug Cnpaeka

route ad mask
route ad o QD

Coxpansiem (aiin ¢ pacmmpenuem routes.bat. 3amyckaem OT UIMEHU aJIMHUHUCTPATOPA.
[TpoBepsiem: oTkpbiBaeM cmd U 3alyCcKaeM ping XxXx.XXX.X.XX

CepTudHuKaT XXXXXX_XXXXX MOKHO CKA4aTh 31eCh.
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Lar 5

[Topsiiok mOAKIIFOUEHUS K JIOKAJIBHOM ceTu 1 pa3s:
1. 3amyckaem ¢aiia XXXXX.XXX
2. 3amyckam cepTHPHUKAT XXXXXX XXXXX
3. 3amyckaem VPN nonkmtouenue B Windows
Ipu gaabHeRINX NPUKITIYEHUSX BHITOJIHIEM TOJIBKO MYHKTHI 1 1 3.



MoaknioyeHUe K cepBepam

CepBep rae BbINOJIHAETCA KOO 1 CBA3aHHbIE CEPBUCHI

Host: xxx.xxx.x.xxx Port xx JTormH xxxx

Cepsep raoe 6a3bl gaHHbIX 1 sphinx

Host: xxx.xxx.xxx.xx Port xx JTormH xxxx

Bxopg no ssh knto4y ( apxuB ¢ kno4Yom OyaeT oTrnpasrieH no noyTe)
----- BEGIN OPENSSH PRIVATE KEY-—

kkhkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkhkkkkkkhkkkkkhhkkkkkhhkkhkkkkhkkkhkhhkkkkkkhkkkkkkkhkkkhkhkhkkkkhkhkhkxx
*hkkkkkkkkkkkkkkkkkkhhkkkkhhhhkkhkhhhhkkhkhhhhhkkhkhhhhkkhkhhhhkhkhhhhhkhkhhhhhkkhhhdhkrkhhhhrkrhhhrkrkrhhrixx
kkkkkkkkkkkkkkkkkhkhkkkrhhkhhhrrhhhhhrhhhhhhrhhhhhhrhhhhrhrhhhhhrrhhhrhrrhhhdrrrhhhrrrrhhhirrrhhhiixxx
*kkkkkkkkkkkkkkkkkkkkkkkkkkkhhhkkkkkhkkkkkhhkkkkkhhkhkkkkkhhhkkkkkkhkkkkkkhhkkkhkkkkkkhhhkkkkhhkhkkkkhkix

k*kkkkkkkkkkkkkkkkkkkkkkkhhhkkkkkkkkkhkkhhkhhhhhkhkkkhhkkkkhhhhhhhhkhhkhkkkhkhkhhhhhhhhhhkhkrhkkrkhhhhhhihiiikixx
*kkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkhkkkkkhhrkkkkkkhkhkkkhkhhkkhkkkkhhkkkkhkhhhkkkkkhhkkhkhkhhhkkkkkkhhkkkhhhikxx

*hkkkkkkkkkkkkkkkkkkhkkkkkhhhhhkkhkhhhhkhkkhkhhhhkkhkhhhhkkhkhhhhkhkhkhhhhkkhkhhhhhkkhkhhhhkkhhhhkkrhhhrikxrhhrixx
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*kkkkkkkkkkkkkkkkkkkkkkkkkhkhkhkkkkkkhkkkkkhhkkkhkhhkkkhkhhhkkkkhhhkkkkhhhkkkhhhhkkkhhhhkkkhhhhkkhhhhixx
*hkkkkkkkkkkkkkkkkkkhhhkkkhkhhhhkhkhkhhhhkkhkhhhhrhkhhhhrkhkhhhhrkkhkhhrrkrkhkhhrrkrkhhhrrkhkhhhrkrkhhhrrkrhhhixx

kkkkkkkkkkkkkkkkkkkkkkkkkkkkhkrhhkkkhkhkhkhhhhkhhkhhhhhhhkhhhhhkhhkhhhhkkhhhhhkhhhhhrkhhhhhrkhhhhhixrhhhiirxx
*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkkkkkhhkkkkhhhkkhkhhhhkkhkhhhkkkhhhhkkkhhhhkkkkhhhkkhkhhhhkkhkhhhkkkhhhixx

*kkkkkkkkkkkkkkkkkkkkkkkhkhkkkkkkkkkkkkkhkhkhkhhhkhkkkkkkkkkhkhhhkhhhkkkkkkkkhhhhhhhhkkkkhkkkhhhhhhhhiikkxx
*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkhhkkkhkhkhhkkkhkkhkxx

*hkkkkkkkkkkkkkkkkkkhhkkkkhhhhhkkhhhhhkkhkhhhhhkkhkhhhhkkhhhhhkhkhhhhhkhkhhhhhkkhkhhhhkrkhhhdrkrhhhrkxrhhrixxx
kkkkkkkkkkkkkkkkkkkkkkkkhhhhhrrhhhhhrhhhhhrrhhhhhrrhhhhhrhhhhhrrhhhhrrrhhhhrrrhhhhrrrhhhrrrrhhiixx

*kkkkkkkkkkkkkkkkkkkkhkkkkkkkhkkkkkhhkkkkkkhkkkkkkhkkkkkhhkkkkkhhhkkkkkkhhkkkkkkhhkkkhkhkhhkkkhhhkkkhhkhhkxkx
*kkkkkkkkkkkkkkkkkkkkkkhkhhhkkkkkkkkkkhkhhhhhhhhkkkhhkkhkhhhhhhhhkhkhkhkkkkkhhhhhhhhhkhhkkkhhhhhhhhhhkirikikxx

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkhkkkhkhkhkkkkhhhkhkhhhhkkkhhhhkkkhhhhkkkhhhhkkhkhhhhkkhhhhkkkhhhhkkhhhhixx
*hkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkhkhhhkkhkhhhhhkkhkhhhhkkkhkhhhhkkhhhhhkkhkhhhhkkhhhhrkkhkhhhhkrkhhhhrkrkhhhixx
kkkkkkkkkkkkkkkkkhhhkkkrkhhhkhrrhhhhhrhhhhhrrhhhhhhrhhhhrrhrhhhhrrrhhhrrrrhhhdrrrhhhrrrhhhhrrrhhhixxx
*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkkkkkhkhkhkkkkhhhkkkkkhhkkkkkhhkkkkkhhkkkhhhhkkkkkkhhkkhkkkhhkkkkkhhkkkhkhixx
*hkkkkkkkkkkkkkkkkkkhhhkkkhhhhhkkhkhhhhkhkhhhhhkhkhkhhhrkhkhhhhrkhhhhhrrkhkhhhrrkkhkhhhrkrhhhrrkrhhhrrkirhhrixx
kkkkkkkkkkkkkkkkkkkkkkkkhkkkkhkhkhhkkkhkhhhhhhrhkhkhhhhhhhhhhhhhhhhhhkhhkhhhhrkhkhkhhhrkrkhhhhhrrhhhhrrhhhiixx
*kkkkkkkkkkkkkkkkkkkkhhkkkkkkhhkkkkkhhkkkkhkhkkkkhhhhkkkhkhhhhkkkhkhhhhkkhkhhhhkkhkhhhhkkkhkhhhkkhkhhhhkkhhhhixxx
*kkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkhhhkhkhhhkkkkkkkkhkhhhhhhkkkkkkkkhhhhhhhhkkkkkkhkhhhhhhhhhirkkxx
kkkkkkkkkkkkkkkkkkkkkkkkkkkkhhkkkkkkhkkkkkkhkhkkkkhhkkkhkhhkkkkkhkkkkkhhkkkkkkhkkkkhkhkkkhkhkkkkhkkhkxx
*hkkkkkkkkkkkkkkkkkkhhkkkhkhhhhkhkhkhkhhhkkhkhhhhhkhkhkhhhhkhkhhhhhkkhkhhhrhkrkhhhrhkrkhhhrrkkrhhdrrkrkhhhrrkrhhhrxx
kkkkkkkkkkkkkkkkkhkkkkkkxhhhkhrrhhhhhrhhhkkhrhhkhhhhrhhhhhhrhhhhhrrhhkhhrhrrhhhhrrrkhhhhrrhhhhirrrhhiiixxx
*khkkkkkkkkkkkkkkkkkkkhkkkkkkhkkkkkkhhhkhkkkkkhkkkkhhhkkkkhhhkkkkkhhhkkkkhhhhkkhkhhhkkhkhhhhkkkhkhhhkkkhhhkxx
*kkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkhkkhhhhhhhkhhkhkhkhhkkkkhhhhhhhhkhhhkkkhkkhhhhhhhhhhkhkrhkkkhhhhhhiiiihkixx
*kkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkhkhkhkkkkhhhkkkkhhkhkkkkhhhkkhkhkhhkkkhhhhkkhkhkhhkkkhhhhkkkhhhkkkhhhixx
*kkkkkkkkkkkkkkkkkkkkhkkkkkkhhhhkkhhhhhkhkkhkhhhhkkkhhhhkhkhkhhhhkkhkhhhhhkkhkhhhhhkkhkhhhhkrkhhhhkkhhhhrkkrhhrixx
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*kkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkhhkkkkkhhkhkkkkkkkkkkhhhkkkkkkhhkkkhkhhkkkkkkhhhkkkhhkhhkkkhhhhkkkhhkhixx

*kkkkkkkkkkkkkkkkkkkkkkhkhhhhhhkhkhkhkkkkhkhhhhkhhhhkhkkhkhkhhkhrhhhhhhhhkhhkhkkkrxhhhhhhhhhkhkhkkhhkhhhhhhhhhhirhkixx



Bxop 4yepe3 koHconb Windows
1. [HoctaTtb 13 apxmBa AOKYMEHT C KMOYOM U Yepes3 CBONCTBa (panna Heobxoanumo
ybpaTb BCe JOCTYNbI U BblAaTb AOCTYMNbI TOMBKO ANs NOnb3oBaTens

CeoicTea: key.pub ot

OBwwe besonacHocTe  [ogpofHo  Mpegmiaywwe BEpcyn

rl:l','l'll'lbl WM NONE30EATENA!

220
3

Y10kl M3MEHWTE PaspELLEHUA,

HaxMUTE KHonKy "'MameHATE". Nsmerne. ..

Paspewerwua ana rpynner "CUCTEMA"  Paspewwts Janpemite

MonHeI oocTyn
MzmeHenve
UteHue M BINonHEHKWE

Yrerwe
Januce
Ocobkie paspeweHnA

Yrobkl 3a08Te ocobele paspeweHtA HJ‘IH\ o
NapaMeTPLl, HEXMUTE KHOMKY LAl Folna =i

"DononHurensHo",

CmaeHa MpreHTE

2. OTKNYMUTbL HacnegoBaHue

JononHuteneHesle napamerpel BesonacHocTn gna "key.pub” O pasd
ras:
Brnaagenew: G KlameHnTs

CeofAcTEa pecypca

Pazpewenna OTnpasvTe Byant JefcTEyHoLME Npaea aocTyna

,ﬂ,.l'l;! ACAYHEHWMA A0NCAHNTENBEHBIX CEeAEHHﬁ ABAaNAbl LLIENKHWTE 2aNnce pazpeLleHnA. YroBel MZMEHWTE 3aNKUCE PazpeleHnA, BEbIGENNTE
EE M HEHMUTE KHONKY "VizmenuTe” (ecnn oHa goctynHa)l.

JNEMEHTEI pazpeLleHmii:

Tun CyBhekT Aoctyn ¥HacneaoBaHo OT
Meaxeld goctyn
MonHBIA gocTyn
Moaxelfd goctyn
___.-—""_.—-

HoBasnTs 2‘,13.-1L|1y_/7
COTEAMYEHNE HACIEACEIHINA

OTraeHa MpureHnTE
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EnockupoeaTte HacnegoeaHne >
«
| UTo BRI XOTWTE caenaTtbh C TEKYLWHMMKM YHaCcneOoBaHHBIMK
paspeweHnAmMI T n
Hacneaosanme ana ganHoro obbexra Byaet 3abnokknposado. B pesynetaTte pazpewenna, h
YyHacnesoBEaHHBIE OT pogWMTENBCKOro obbekTa, Bonblue He By ayT NPUMEHNMEBI K JAHHO MY
oBbeKTy.
—» lpeobpazoBaTh yHaoledoBaHHbLIE paspelleHWA B ABHbIE
paspeweHnA 3Toro obbekTa.
—» YoannTo BCe YHacneAoOBaHHBIE PaspeWeEHWMA M3 3TOro obbekTa.
OTrmenHa
JononHUTENEHBIE NapameTpel BesonacHocT ana “key.pub” O >

Bnageney; - ) Vzmennts
CeoicTEa pecypca

Paspewerna OTnpasnTe Ay ant JefcTeyoWwMe Npaea jocTyna

,J:LI'IH NoAyYeEHWA A0NOAHUTENBHBIX CEEAEHMﬁ AB3XAbl LLEAKHWTE 38NUCh paspeLlLEHMA. YToBel M3MEHWTE 32MNWCE PazpeLleHA, BEBIAEANTE
EE 1 HAMMUTE KHonKy "FlamennTe" (ecnn oHa goctynHa).

INEMEHTEI PaspeLLEHMA

Tun CyGbext Joctyn ¥HacnejoeaHo oT
& MonHelid gocryn Her
& Monned goctyn Her

CEE— Mo socryn Her

P95 5

HAoGaente ¥aanuTe MpocmoTpeTs

BrntoueHne HacneaocesaHnAa

OTrmena MpureHnTs

=TT

3. YpanuTb Bcex nonb3oBartenen n 4ob6aBnTb TONbKO TEKYLLErO NONb3oBaTens
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Ceoictea: key.pub

OBwwe BesonactocTs  Moppofho  Mpemsimywwe sepcim

s oecra: D

rl:l','l'll'lbl WK NoNe30E3ATENA!

Y1obkl MSMEHWTE paspELIEHIA y
HaAMUTE KHO ZMEHWTE . SMEHWTE...

Paspewerur ana rpynnel "CUCTEMA”  Paspewnte 3anpemme

MonHe oocTyn
MzrmeHeHne

HteHWe W BRINOMHEHWE
HreHue

LKL

Jannce
Dcofible pazpelleHiA

Yrofkl 3anate ocofble paspellsHUA MW
MapaMeTphbl, HEXMKUTE KHOMKY TR

"MononHWTensHD".
QK CmaeHa [MpMEHITE
Pazpewenna gna rpynnel "key.pub” >
BesonacHocTe

o o QD

rl:l';'l'll'lbl WK NONe30B3TENA

Het rEYMN MK NONES0E3TENERA, MMEIDLLMY DaSPEEHWE Ha
O0CTYN K OaHHDMY DE'I:!E-'K'I";'. HO Bnageney o8 beKTa MoXeT
Ha3HaYMTE paspelleHWA.

.

o
[

PaspeweHin Paspewnte Janpems
MonHei poeTyn ™
MareHeHme

YTeHne 1 BEINONHEHWE
YreHue
Jammck

QK CmaeHa [MpreHTE
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P oo e i e _

BesonacHocTe

oon o527 QD

rl:l','I'II'II:-I WK NONe30E3ATENA!

Het rpynn KMnu NoNbS0BaTENSA, MMEH0LLLIAX paspeweHie Ha
A0CTYN K OaHHOMY Dﬁ'bEK'I",'. HO ENagenel o8 bekTa MoXeT
H3ZHa4YMTE pa3pelleHWA.

Paspewetun Paspewnts 3anpe™Te

| MonHeiE gocTyn 2

WMzmeHeHne

YTEHWE W BRINDMHEHWE
i HreHue

Janmce

QK CmaeHa [MpKMeHITE

BeiGop: "Monesceatenn” wan "Tpynne” =

BriGepuTe TN ofberTa:

G | | 1 o6eros...

B CNegyouLeM MECTE!

| Pasmewenme...

BeenvTe uMeHa BeIGMpaeMB 0O BEKTOE (DDMMEDLI):

[poBEpWTE MMEHE

DononHuTensHo. . / Omeria
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Brifepute Tan ofbexTa:
[

B cnegytouleM MecTe:!

- | Pasmewetne. .

DAwme sanpockl

HEYMHIETCA ¢

HEYMHEETCA ¢ —.- Mowck

7
OK Omaena
PesyneTatel nowcka:
Hrn B nanke
BeiGop: "Monezceatenn” wan "Tpynne” >

BrifepiTe TMn ofbekTa:

(| | TNkl ofbeKTOE. ..

B CnegyouleM MeECTE!

- | Pasmewerme. ..

BeeouTe uMeHa BeifMpasmel: 0B bEK TOB (DDUMEDEI):

= —

NononHUTENsHD. .. QK CmaeHa

[MpoBEpMTE MMEHE
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4. BblgaTb NoNb30BaTeNto NOSHbLIN 4OCTYN

Pazpewenna gna rpynne "key.pub” =

besonacHocTe

rl:l}'l'll'lbl WK NONES0BATENM!

NofaenTs. .. Yoanue

PaspeweHka ana rpynnel Paspewmte 3anpemite

MonHeld gocTyn i 0 o~
WzmeHeHne + L]
UTeHue W BRINONHEHWE .—-.- L]
YUrerwe ___r— O]
Janvce _..-' ] ¥

OmaeHa [MprreHTE

5. OTKpbITb KOHCOMb B pEXUME aAMUHUCTPATOpPa 1 BBECTM KOMaHAY rae BMEecTo ****
yKasaTtb NyTb rge nexut dann

SSh root@***.***.*.*** _i c:\*****\***.pub

Corporation). Bce npaEa SalMeHH.
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Bxopn yepes PuTTY

[na npaBubHOIO NOAKIIIOYEHUS He0BX0aANMMO doais C KINKYoM 13
apxusa BcTaBuTb B nporpammy PuTTY Key Generator

g PuTTY Key Generator
File Key Conwversions Help

Key
Mo key.

Actions

Generate a public/private key pair I Generate

Load an existing private key file + Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(® RSA (I DSA (_JECDSA () EdDSA (155H-1 (RSA)

Mumber of bits in a generated key: |2'D-1-E

[anee nocne opmatnpoBaHust coxpaHuTb hann (obsasaTenbHo
BblbpaTb Save private key)

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key m Save private key
Parameters

Type of key to generate:

® RsSA () D5SA () ECDSA () EdDSA () 5S5H-1 (RSA&)
Mumber of bits in a generated key: |2ME

3antn B nporpammy PuTTY u 3agaTb AaHHble AN NOAKNIOYEHNS



&2 PuTTY Configuration =
Category:
- Sgssjon | Basic options for your PuTTY session | |
L__l TE"" L_c-glging Specify the destination you want to connect to
=1 Terminal
- Bell |
- Features Connection type:
- Window @ 5S5H (O Seral (O Other: | Telnet »
- Appearance
- Behawiour Load, save or delete a stored session
- Translation Saved Sessions
- Selection |ITIT |
- Colours
= Connection Default Settings oo
... Data
- Prooey Save
+- S5H
& ) Delete
- Seral
- Telnet
- Rlogin
- SUPDUP Close window on exit:
() Always () Mever (®) Only on clean exit
About Open Cancel

B none Auth 3arpy3utb private key kotophin 611 creHepupoBaH PuTTy u HaxkaTb Open

2 PuTTY Configuration *

: Logaing ~ | Credentials to authenticate with |
= T:arrninal Publickey authertication
Private key file for authentication:

Browse ..

= Winduw

i~ Appearance

- Translation Plugin to provide authentication responses

- Selection )
- Colours Plugin command to run

=~ Connection
- Data

- Praxy
- SSH

Browse ..

£ >
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